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Objectives

• To give you practical 
guidance to be more 
effective and efficient

• Provide you with insight 
into what is happening in 
your environment

• Hopefully teach you a new 
technique or function 
which you can immediately 
use upon returning
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Need to Know

• Where am I?

• Where am I going?

• How am I going to get 
there?
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Today’s Security Landscape

Daily new malware 
threats55,000More Malware 

Variations

Active new zombies 
per month5M Attack Target

Users vs. Machines

New malicious 
website detected

30
Seconds

Malware is 
obfuscated85%

Web 2.0
is the Catalyst!

Toolkits & 
Obfuscation

Of all threats 
are financially 
motivated

90%



Security = Management
What do we need to manage?
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Typical 
Network 

Environment

Mail ServersDMZ

Critical 
DB

Where am I?

You are here!



Change Happens
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The threats are evolving and so must our approach.



Where am I going?
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Give the hardest job to the laziest person and they'll find the easiest 
way to do it!



How am I getting there?
Security is a continual process
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Identify & 
group assets

• Machine import
• Machine discovery
• Rogue detection

Determine 
risk

• Infection reporting
• Measure 
vulnerability 
• Notification

Protect and 
block

• Configuration
• Enforcement
• Maintenance

Measure 
compliance

• Coverage reporting
• Compliance 
reporting
• System compliance
• McAfee NAC



How am I getting there?
Consider CIA

• C – Correlation
• I – Integration
• A – Automation

Let’s take a leaf out of Apple’s book in terms of integration.

Our people, processes and technology to work together
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McAfee Security Connected
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Global Threat Intelligence

.

Threat 
Reputation

Network 
IPS Firewall Web 

Gateway Host AVMail 
Gateway Host IPS 3rd Party 

Feed

300M IPS 
Attacks/Mo.

300M IPS 
Attacks/Mo.

2B Botnet 
C&C IP 

Reputation 
Queries/Mo.

20B Message 
Reputation 

Queries/Mo.

2.5B Malware 
Reputation 

Queries/Mo.

300M IPS 
Attacks/Mo.

Geo 
Location 
Feeds



McAfee’s Extensible Platform
for Security Risk Management

SIA Associate Partner
SIA Technology Partner 
(McAfee Compatible)



Waypoints

• ePolicy Orchestrator
• VirusScan Enterprise 8.8
• Host IPS 8
• Web Security (Endpoint and Gateway)
• Device Control
• Trust Control Suite (Cloud)
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Use Case #1
Actionable Intelligence

• Challenge: Customer happily showed me a clean ePO console i.e. not 
a single event and was quite pleased. Yet they allowed uncontrolled 
removable media and Internet access and had never audited their 
environment.

• Solution:
– Install VSE on ePO server, along with VSE patch and reboot
– Discover that environment was full of malware. ePO had lost connectivity 

with database over three months earlier
– Deploy Web Filtering for Endpoints, Device Control and Host IPS 8

Sometimes a lack of data can be actionable too!
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Develop a plan to periodically audit and test your environment.
Use www.csm-testcenter.org which has structured tests for web, 
antivirus, network and data.



McAfee ePolicy Orchestrator
Tags

• System Tags are virtual labels useful in management and reporting
• Manually assigned vs Criteria based
• Some Available Properties are:
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Agent Handler 
Custom 1, 2, 3, 4
Free system drive space
IP Address
Is Laptop

MAC Address
OS Platform
Service Pack
Total Physical Memory
User

Policy Assignment Rules can apply a policy to all systems with a
certain tag e.g. Pilot, regardless of System Tree location



Building a criteria based tag:

McAfee ePolicy Orchestrator
Tags
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Automatically tag high-risk or suspicious systems for additional
monitoring or stricter policies



McAfee ePolicy Orchestrator
Tags
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Use Case #2
Tagging for PCI Compliance
• Challenges – meet PCI compliance standards:

– Use a firewall between the public network and the payment card data.  
Keep the firewall updated.

– Use AV software on all machines and ensure that the software is updated.
– Monitor all access to the network and cardholder data environment.
– Regularly test your security systems and your network environment.

• Solution: Key is Auditable, Viewable and Actionable 
– Tagged PCI devices are automatically moved based on IP address
– HIPS = second layer firewall with addition of GTI protection.  Monitors 

access and alerts when the primary firewall is not behaving
– Daily email status summary executive summary.  Detection of rogue 

systems, GTI/HIPS alerts, AV alerts.
– Weekly Vulnerability Scan summary of clients and servers.
– Custom PCI dashboards including HIPS, AV, Site Advisor, and the McAfee 

Vulnerability manager.
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Use Case #3
Mobility

• Challenge: Customer has a highly mobile workforce and needs to 
adapt policies as to when users leave the protected LAN. The 
requirement is to strengthen security settings when no longer behind 
firewalls, IPS and other gateways.

• Solution: 
– Create criteria based system tags based upon Agent Handler.
– The DMZ Agent handler has an assignment rule only allowing access from 

laptops
– The firewall rules only allow access from the Internet
– System Tree sorting moves laptops into a Roaming group with appropriate 

VirusScan Enterprise, Host IPS, SiteAdvisor Enterprise, and Device 
Control policies applied
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McAfee ePolicy Orchestrator
Deep Command Discovery Plugin

• Free Plug-In for McAfee Agent
• Reports useful hardware information including manufactoruer, model, 

BIOS version, and serial number
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McAfee ePolicy Orchestrator
Rogue System Detection 4.7

• Rogue System Sensors are software agents that listen to network 
traffic relay the information to ePO for action

• Actions included Automated Responses for email notification and 
pushing McAfee Agent
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ePolicy
Orchestrator

Rogue
Sensor

Rogue
Sensor

Rogue
Sensor



McAfee ePolicy Orchestrator
RSD 4.7 via Software Manager

• Version 4.7 released and accessible via ePO 4.6.3 Software Manager
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McAfee ePolicy Orchestrator
Rogue System Detection
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McAfee ePolicy Orchestrator
Rogue System Detection
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Key variables: Subnet, Domain, Organization

Update your OUIs via Server Task. Pre-filter responses for known
unmanageable devices such as telephones, and printers



McAfee ePolicy Orchestrator
Policy Management

• Staff changes, server changes and rebuilds create policy sprawl.
• How can you tell all of those My Default policies apart?
• KISS – Keep it Stupid Simple
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Query for  broken policy inheritance to document your tree and assignments



McAfee ePolicy Orchestrator
Policy Management

• What if there was a tool to compare and help document your policies? 
There is!
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McAfee ePolicy Orchestrator
Client Task Management

• What about comparing and documenting your client tasks? Yes!
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McAfee ePolicy Orchestrator
Policy & Client Task Comparison Tool

• When authenticated to ePO enter the following urls:
– https://hostname:port/PolicyMgmt/comparePolicies.do
– https://hostname:port/PolicyMgmt/compareClientTasks.do

January 23, 201329



What dashboards are useful?

Layered security needs layered analysis

• Layer 1 – Snapshot with basic correlation 
of users, hosts, IP, etc.

• Layer 2 - Trending
• Layer 3 – Multi level correlation which 

assists with policy tuning e.g. exclusions

Filter dashboards and queries on tag e.g. 
Server, Workstation, Laptop, DMZ, SQL, 
Exchange, Sales, Marketing, Country, etc.
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Waypoints

• ePolicy Orchestrator
• VirusScan Enterprise 8.8
• Host IPS 8
• Web Security (Endpoint and Gateway)
• Device Control
• Trust Control Suite (Cloud)
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VirusScan® Enterprise

Key things to monitor:

• Access Protection Rules
– What is the behavior of our environment?

• Artemis – GTI File Reputation
– What new fangled threats are in our environment?

• Analyzer method – On Access Scan vs On Demand Scan
– How are threats being addressed?
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VirusScan® Enterprise
Access Protection Rules
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• Consider using:
– Prevent HTTP communication
– Protect network settings
– Block read and write access to all shares (for Workstations)



VirusScan® Enterprise
Access Protection Rules: Level 1 Snapshot
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VirusScan® Enterprise
Access Protection Rules: Level 2 Trending
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VirusScan® Enterprise
Access Protection Rules: Level 3 Policy Tuning
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VirusScan® Enterprise
Artemis GTI File Reputation

• On Access General 
Policy

• On-Demand Scan 
Client Task
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VirusScan® Enterprise
Artemis Level 1 Snapshot
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VirusScan® Enterprise
Artemis Level 2 Trending
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VirusScan® Enterprise
Artemis Level 3 Policy Tuning
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Waypoints

• ePolicy Orchestrator
• VirusScan Enterprise 8.8
• Host IPS 8
• Web Security (Endpoint and Gateway)
• Device Control
• Trust Control Suite (Cloud)
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Host IPS 8
GTI IP Reputation

Firewall Options

Firewall Rules
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Host IPS 8
GTI Trusted Source Level 1 Snapshot
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Host IPS 8
GTI Trusted Source Level 2 Trending
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Host IPS 8

•Adobe Vulnerabilities for 2012
– 89% were classified as Critical
– 95% of those mitigated by Host IPS BOP

• Microsoft Vulnerabilities for 2012
– 38% were classified as Critical
– 57% of those mitigated by removing admin rights
– All Office and IE vulnerabilities mitigated by removal of 

admin rights or Host IPS or Network IPS

• Source: Microsoft, Adobe, McAfee
• Data valid 1 January 2012 – 31 August 2012
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Host IPS 8
IPS Module
• IPS Options

• IPS Protection
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Host IPS 8
IPS High Signatures Level 1 Snapshot
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Waypoints

• ePolicy Orchestrator
• VirusScan Enterprise 8.8
• Host IPS 8
• Web Security (Endpoint and Gateway)
• Device Control
• Trust Control Suite (Cloud)
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Web Security
Typical Security Policy

• Web Filtering for Endpoints (leverages SiteAdvisor Enterprise)

• McAfee Web Gateway
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Web Security
Web Filtering for Endpionts
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Web Security
Web Filtering for Endpoints
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Web Security
Content Security Reporter

Key Variable: Log Source (typically SAE, MWG, or SaaS)
Why not user group, location or department?
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Web Security
Content Security Reporter
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Web Security
Content Security Reporter
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Use Case #4
Bandwidth & Accountability

• Challenge: How is Internet being used in a distributed 
environment with Web Filtering for Endpoints and McAfee 
Web Gateway

• Solution: Create different Log Sources in Web Reporter 
(since replaced with Content Security Reporter). Compare 
utilization between sites. Track employee behavior 
between sites.

January 23, 201355



Waypoints

• ePolicy Orchestrator
• VirusScan Enterprise 8.8
• Host IPS 8
• Web Security (Endpoint and Gateway)
• Device Control
• Trust Control Suite (Cloud)
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Device Control

• Monitor all removable devices
• Monitor all content based upon application type e.g. word, pdf, 

database, excel, zip
• Screenshot of policy
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Device Control

• Default DLP dash
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Device Control
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Use Case #5
Managing Updates - problem

• Customer called saying “machines aren’t updating or running the 
missed tasks like they are supposed to.”

• Upon logging into their ePO server we found:
– Scheduled task set to run missed tasks after 5 minutes
– This task had a 2 hour randomized interval

– Can anyone guess why the updates weren’t happening on a consistent 
and accurate basis?
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Use Case #5
Managing Updates - resolution

• The resolution was to setup a task to run “At Logon” with a 5 minute 
delay.

• We removed the options for:
– Run missed tasks = 5 minutes
– Randomization = 2 hours

• The customer now has accurate reports and can show their machines 
are up to date.
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Use Case #6
AD Integration

• Two customers with similar problems:
– Customer 1 – separate AD and ePO admins, ePO would suddenly show 

objects (AD sync) for no reason
– Customer 2 – separate admins for different parts of organization. ePO

would suddenly show objects (AD sync) for no reason
– The problem was incorrect computer placement in AD Organizational Unit

• Solution:
– Create and apply Group Policy Objects that customizes the McAfee Agent 

Custom Properties value with the OU location. This is viewable and 
actionable in the System Tree, Tags, etc

– Applying a McAfee Agent Custom Property value via GPO applied at the 
site is a nice way of confirming along with IP address, the location within 
an organization.
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Waypoints

• ePolicy Orchestrator
• VirusScan Enterprise 8.8
• Host IPS 8
• Web Security (Endpoint and Gateway)
• Device Control
• Trust Control Suite (Trust of the Cloud)
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Trust the Cloud

• Intel® Trusted Execution Technology (Intel® TXT)
– Hardware extensions that enable establishing and verifying the integrity of 

a platform
– Is the BIOS a known good version? Is the Operating System/Hypervisor in 

known good version?

• Trapezoid Trust Control Suite
– Leverages Intel TXT and McAfee Security Management
– Trapezoid is a McAfee SIA Partner

• Is my cloud trustworthy? If not, what actions should I take?
– Deny further client access via MNAC
– Disable logon in the cloud based application
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Trusting The Cloud
Trapezoid Trust Control Suite
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Trusting the Cloud
Trapezoid Trust Control Suite

• Intel® Trusted Execution Technology (Intel® TXT)
• Trapezoid Trust Control Suite
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In Conclusion

• Review your environment
• Enhance your security posture through additional features 

or options
• Customize your instrumentation
• Use multiple criteria in layers to discover useful data

– Source IP, process, user, host
– Target IP, process, user, host
– Monitor trends in your environment and build of a profile

• Collaborate with your peers
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Reminder!

• Security is a process. Monitor, test and audit your environment
• Backup your security keys, policies, dashboards, tasks
• Document your policies, client and server tasks, assignments, ports, 

db information, credentials, System tree, purge logs
• Keep up to date:

– Subscribe to McAfee Support Notification Service
– Subscribe to the McAfee Threat Intelligence Service
– Use ePO Software Manager server task with an automated email 

response
– Get the free McAfee iOS apps

• McAfee Global Threat Intelligence
• McAfee Security Vision
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Call to action

• Join the McAfee ePolicy Orchestrator LinkedIn group
• Join McAfee’s The Place
• Download our session handout
• Follow our blog

Get trained. You will be more effective at your job!
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Questions?
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Frequently Asked Questions

• Will you share the dashboards shown?
– Yes!

• How many repositories do I need?
– Probably less than you think. But you need to configure appropriate 

McAfee Agent policies.

• Can you provide a roadmap?
– Not exactly. Let’s call it a guide.

• Can you recommend training?
– Absolutely, come speak with us!
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Presentations

Presentations will be available post-conference at 
www.mcafee.com/focus12
Password: 5THFOCUS
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