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Objectives W McAfee

* Product awareness tour of a popular suite: Endpoint Protection
Advanced (EPA)

 Highlight key features within point products that will improve security
and compliance

« Use cases and real life examples of the point products combined

FOCUS"
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Gartner Research W McAfee

Midsize Businesses Should Invest in Information Security
ID Number: G00136396, 9 December 2005

* Focus on ease of installation and deployment
» Look for ease of manageability

« Exploit integrated solutions

 Limit technology providers

» Look for extensibility of functionality

o Automation
» Consistency of policy creation and behavior
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Endpoint Protection Advanced W McAfee

ePolicy Orchestrator 4.6

VirusScan Enterprise 8.8
Host IPS 8

SiteAdvisor Enterprise 3.5
Web Reporter 5.2

Device Control 9.2

Policy Auditor 5.3

FOCUS"
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Perspective U McAfee

* Very diverse customers base ranging from 7-nodes offshore financial
services, 27,000-node government to 65,000 nodes commercial

 Full range of the security purchasing lifecycle: presales, services,
Instruction

FOCUS"
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Security Is continual process

W McAfee

Identify &
group assets

* Machine import
» Machine discovery
* Rogue detection

Determine
risk

* Infection reporting
* Measure
vulnerability

* Notification

Protect and

» Configuration
* Enforcement
* Maintenance

block
» Coverage reporting
» Compliance
Measure reporting :
: » System compliance
compliance

 McAfee NAC

February 5, 2013
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Audience Poll W McAfee

« How many are IT generalists who must divide their time between
security and other responsibilities?

* Who wants to manage fewer security consoles, fewer policies?
* Who is relatively new to McAfee solutions?

* What is the average size of your installations? Under 50? 5007 50007
Anyone greater than 10,0007
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ePolicy Orchestrator W McAfee

Building and Maintaining a Strong Foundation

* To have good management you need a manageable infrastructure
« Agent is king

* Nothing happens unless you tell it to

e Backup your server, security keys, policies,etc

 Periodically purge the logs via server task

« Keep up with McAfee versions, patches and hotfixes

Periodically audit your system by generating some events and verify
T- %% logs and notifications e.g. test files at www.eicar.org or
www.spycar.org for endpoints or www.csm-testcenter.org for web.
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KISS — Keep it Stupid & Simple U McAfee

« System Tree — Complex vs Simple — Tags — System Tree Sorting

¥ My Organization ¥ My Organization
es e o —
v Hi APFLIANCES frsraliiemiee
APPLIANCES ¥ SERVERS ></ DMZ
¥ SERVERS Bl b Laptaps
oMz ¥ WORKSTATIONS >< Cerver
¥ WORKSTATIONS LAPTORS K YMware
LAPTOPS wWindows 2003
v 1E Windows 2005 R2
APPLIAMCES windows 7
v SERVERS windows XP
CMZ Worlostation
¥ WORKSTATIONS
LapTOPS = For pilot deployments, associate
v Ky TiT a manual tag e.g. pilot with a
APPLIANGES targeted deployment task
¥ SERVERS
DMz
v WORKSTATIONS
LAFTOPS

FOCUS"
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Distributing Applications & Content

(1 ]S

McAfee
Download
ePolicy ~  Site
%rgrrz,%srt;ﬁtgr Product Updates
Master DAT File Updates
Repository
—

o)

o
f 4

Distributed
Repository

S v W

Managed Systems
with Agents

10

W McAfee

Place Distributed Repositories
on remote ends of slower
network links. Branch office
domain controllers are good
candidates.

FOCUS"
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Super Agent Repositories W McAfee

« Configure via Agent Policy

F Convert agents to Superfgents [(Windows only)

¥ Use systems running Superdgents as distributed repositories

Repotitory path: (= WHcAfee\SAREpo

» Create server task to replicate or use Global Updating

¥ 1. Actions: IFLEpu:w_:ltc-rw,r Replication -

(& all repositories

Replication type: | Incremental =] Replicate to:
Selected repositories: )

FOCUS"
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Securely Handling Remote Systems W McAfee

Handler List

Published DNS Name Published IP Address

Citr| e— 209,27, 0. S

Handler DNS Name Handler IP Addreg

T e Y 192.168.197.2
-0 001, e | 0c3 192.168.197.32

l.\:‘%/-— AN A
DB Server

ePO Server

7 | DMZ Agent Handler

BT

8/5/11

Internet

& v
Corporate
Network

FOCUS"
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Detecting and Managing Rogue Systems W McAfee

* Rogue System Sensors — one per broadcast domain or on DHCP
server

« Automatic Response — Add Deploy Agent and Alert Administrator

actions

Orchestrator K. ’ w//
e/ o
Rogue. . 2 //
Sensor Ny 7 \.
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Monitoring and Reporting

W McAfee

MA: Domain Membership @ ¥5E: Current DAT Adoption CEH @ ¥SE: Current DAT Adoption EDU ¥5E: Current DAT Adoption PRIMA
W ECU 351 56; i
W FPRIMARY 243 39%
CBH el B3
Total 630 100%:

B 30 Compliant B & Non-Compliant

B 324 Cornpliant B 27 Non-Compliant

W 177 Compliant B &6 Mo

¥5E: Version 8.8 Compliance

B S&4 Compliant @ 66 Mon-Compliant

¥SE: Top 10 Threats Per Threat Category in L... @

VSE: Top 18 Detected Thieats in Last Day CBH @

¥SE: Top 10 Detected Threats in Last Day EDU

Threat Name | Numbier of Threat Ev
|

Total L]

VSE: Top 10 Unhandled Threats in Last Day CBH @

| Number of Threat Ev
1

Threat Name

Generic,dxlznf 63
Arternis!0T0S3CREELLF ia
Artermiz|BFECESADZIZC i7
Adware-COpenCandy. dll 15
WiaZiConfickerimem 2
Artermiz|EFE4FS4BD710 T
Arkerniz!2ZF01841A2F60 4
Artermiz!S72CDBE4Z20C2 4
Waz/Pinkslipbot.gen.w 4
Artermiz|265A2T04ESES 32
Total 143

V5E: Top 10 Detected Threats in La

i Mun

Threat Name

Total

WSE: Top 10 Unhandled Threats in Last Day E... |G| ¥SE: Top 10 unhandled Threats in L
Iil & Threat Name Mumber of Threat Ev. Threat Name Number of Threat Ev Threat Name | Mur
8w Total 0 W32/ Corfickerimarm 3 Total
5 " WwiazdPinkslipbot.genow 4
4 WEZiHamweg.warm. g e
=0 laa - S Generic.dxlznf ak
Trgan Achware Virus ;
Wi Confickerworm.gen. a 4
Total 16
Trajan 130 ke
B Genericdx!znf B3
B Artermis!0FO0S3CESELLF is
Artemis | BTECESADZSIC AT [
B Wiz Confickerimem 2 = ﬂ
1| | L
Full.l U s
14
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Intermission W McAfee

Question about ePO?

U McAfee

ePolicy Orchestrator

FOCUS"
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What i1s O.0O.D.A. @ McAfee

Observe Orient Decide

Implicit
uidance
& Control

Implicit
Guidance

Unfolding

& Gontrol
Circumstances\
eed Decision

[ Observations j——m (Hypothesis) >

/ ~___—Forward Forward
Outside A .

Information

Unfolding
Unfolding Interaction

Interaction Feedback E .With X
With nvi rolnmen

Environment

Feedbaclk

John Boyd's OODA Loop

FOCUS"
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Using the O.0O.D.A. Loop with VirusScan W McAfee

e Observe
— What are the problems in your environment?
— Is your only solution VSE — “what can an AV scanner do?”

 Orient
— Unlock the true potential of VSE 8.8

e Decide
— What is more important?
« Your user’s access or your security

e ACt

— Review your logs, decide your actions, test configurations, and
deploy

NOTE - this can be done with just about every McAfee technology
FOCUS"
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True Potential of VirusScan Enterprise @ McAfee

Regain desktop control from users

Enforce change controls

Provide real Zero-Day protection

You can Prevent FakeAV

Bl Learn to Exclude — Not disable

FOCUS"
SECURITY COMFERENCE
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VSE — Users with Admin Privileges W McAfee

Users were granted Admin
privileges years ago

* Regain control regardless of permissions

=== CoOnsumerization of IT

e Users can purchase better equipment

mew Easier for user to do updates

 May be easier but not necessarily safer

FOCUS"
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Best Practices @ McAfee

Removing local administrative rights from users mitigates against:

» 75% of the Critical Windows 7 vulnerabilities reported by
Microsoft to date

* 100% of Microsoft Office vulnerabilities reported in 2010
* 100% of Internet Explorer and IE 8 vulnerabilities reported in 2010

* 64% of ALL Microsoft vulnerabilities reported in 2010

Source: BeyondTrust 2010 Microsoft Vulnerability Report  gnest

20 February 5, 2013



Enforcing Change Control with VSE 8.8 U McAfee

Change Control Management, Zero-Day Protection

' — !
O st WO R e

Access Protection i FReports I

— Access Protection Rules

|se access protection nules to protect vour system's access points and prevent termination of McAfee processes.

[¥ Enable access protection

Categories Block ! Report l Rules i
Anti-spyware Standard Protection [ [ Prevent programs registering to autonn

Anti-spyware Maximum Protection Prevent programs registering as a service

Anti-vinus Standard Protection Prevent creation of new executable files in the Windows fol
Anti-vinus Madmum Protection Prevert creation of new executable files in the Program File

Anti-virus Outbreak Contral Prevert launching of files from the Downloaded Program Fil
Comman Standard Protection Prevent FTP communication

Common Maximum Protection Prevert HTTF communication i

Wirtwal Machine Protection
|Iserdefined Rules

oty vt |t
ot |t || a2t

' m b Edit... Delete Mew...

¥ Prevent Mcifee services from being stopped

o< |

Cancel Apply Help |

FOCUS"
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Combating FakeAV with VSE 8.8 W McAfee

McAfee has released the following documents with detailed
iInformation about FakeAlert characteristics, symptoms,
prevention, and mitigation.

PD23178 - Threat Advisory: Combating FakeAlerts
https://kc.mcafee.com/corporate/index?page=content&id=P
D23178

PD23177 - Threat Advisory: FakeAlert System Defender
https://kc.mcafee.com/corporate/index?page=content&id=P
D23177

FOCUS"
SECURITY COMFERENCE
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Combating FakeAV and regain Endpoint Control W McAfee

By using the Access Protection rules explained Iin
the McAfee Labs report, you will have a few
additional benefits besides preventing FakeAV:

—No more unauthorized applications

—Regain control of the Change Control process
—End the “multi-clicker” issues

—And many more advantages

EI%T%HHE§ T 1
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VirusScan Enterprise W McAfee

* Reports and Queries
— Top 10’s
— Schedule reports for reoccurring dates/times
— Trend Analysis

* Dashboards
— Are combined views of queries and reports
— Defaults are good but don’t always meet your specific needs
— Customize per individual (CIO, CISO, VP-IT, DIR, MGR, you)

« Automatic Responses
— Are you using any or do you run in a knee-jerk reactionary state?
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VirusScan Enterprise - Exclusions W McAfee

KB66909

Master KB Article for Exclusions

You need to study it, know it, and bookmark it.
“Learn to exclude — not disable” — Dennis London

EI%T%IHE§ .E 1
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Intermission W McAfee

&
Ty,

Question about VirusScan?

W McAfee

VirusScan Enterprise

FOCUS"
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To Patch or Not to Patch? W McAfee

Host IPS Buffer Overflow Protection mitigates:
» 100% of current Critical Adobe and Apple Vulnerabilities

» 100% of current Critical Severity and 81% of current High Severity
Microsoft Vulnerabilities

» 80% of current Critical Google Chrome Vulnerabilities
» 85% of Mozilla High Severity Vulnerabilities

Source: McAfee Labs, valid as of publishing date: 1 August 2011

27 February 5, 2013



How Does HIPS Work? D McAfee

» McAfee Host IPS validates system
calls made into the different layers of AEXE BEXE  C.EXE
the OS and kernel

User Mode ‘ \
 Calls are matched to a constantly

System Call
Table

updated database of both specific
and generic attack behaviors

« If an attack is found, pre-emptive
action is automatically taken ranging
from ‘Log Event’ to ‘Prevent’

« All activity on the host is seen and
analyzed, and is not impaired by
encryption, switched data or reliancgteme Mede
on system log information




Accessing HIPS Events and Rules
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HIPS Client Events @ McAfee

9 Y5 da 94 &

Dashboards System Tree Clueries B Reports Paolicy Catalog Softwars Manager

IPS Client Rules J Firewall Clisnt Rules | Application Bloecking Client Rules J

» My Organization Event type: [All Events - Saverity!

Read/Unread: Hidden/Unhidden:
Creation time: Mo Filter |=

My Organization

Event Generate... ¥ Threat Severity System Name Ewvent Category
] | 4/26/11 3:43:04 PM Critical DEMO-LAPVIS-270 Metwork: IPS
] | 4/26/11 4:01:15 AM Critical DEMO-SRVZKE-604 Buffer Owerflow
] | 4/26/11 2:13:13 AM Critical DEMO-SRVZKE-120 Buffer Owerflow

FOCUS"

30 February 5, 2013 SECURITY CONFERENCE



HIPS Client Rules

b
I d

System Tres

9

Diashboards

Menu

System Tree Events

W McAfee

a1 |

e
in
s
Le

Palicy Catalog

¢l

Querias B Reports Software Mana

» My Organization

Creation time: | Mo Filter "I

Search: |

My Organization

Enabled

Creation Date v

Last Medified Date System N

FOCUS"
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HIPS Firewall Client Rules @ McAfee

# “u d @

Dashboards System Tres Queries B Repaorts Policy Catalog Software Manager

IPS Client Rules Firewall Client Rules Application Blocking Client Rules |
i

¥ My Organization Creation time: | Mo Filter TI

v DEMO

DEMO-Laptops Search: | |

DEMO-Servers

DEMO-Workstations
My Organization
Lost&Found

Enabled 'S Effective Reaction Direction IP Protocol

FOCUS"

SECURITY COMFERENCE



HIPS Application Blocking Rules @ McAfee

0 da 1 B

Dashboards System Tres Queries B Reparts Policy Catalog Software Manager

System Tree E'ifni__r._J s E_Eignt E.ulg_sJ _JI:J.FE_W_EU. !:“I:E"..F‘Iﬂ_;IR_I.IJ_l;ﬁ Application Blocking Client Rules

¥ My Organization Creation time: | Na Filter | =
v DEMO
DEMO-Laptops Search: | |

DEMO-Servers

DEMO-Waorkstations
My Organization
Lo=st&Found

Enabled Creation Date v Modified Date System Name i

FOCUS"
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HIPS Policy Categories

W McAfee

Select this policy... | For these options...
Basic Protection * Prevent high severity level signatures and ignore
(McAfee Default) the rest
Enhanced * Prevent high and medium severity level
Protection signatures and ignore the rest
Maximum * Prevent high, medium, and low severity level
Protection signhatures and log the rest
Prepare for * Prevent high and log medium severity level
Enhanced sighatures and ignore the rest
Protection
Prepare for * Prevent high and medium severity level
Maximum sighatures, log low severity level signatures, and
Protection ignore the rest
Warning * Log high severity level signatures and ignore the

rest

FOCUS"
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HIPS Adaptive Mode @ McAfee

Adaptive Mode is an extremely powerful tool for creating
HIPS rules based on the host’s activity...without admin
Interaction.

Application gets used
Rule Is created to allow

Adaptive Mode Triggers

No IPS Event  Activity Allowed

High Signatures get blocked
Triggered rules logged in ePO

FOCUS"
SECURITY COMFERENCE
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HIPS Adaptive Mode @ McAfee

Host Intrusion Prevention 8.0:1PS > IPS Options [All Platforms) > LSS Adaptive Mode

IPS status: ¥ | Host 1PS enabled

[¥ Adaptive mode enabled (rules are learned automatically)

1PS client rules: [¥ Retain existing client rules when this palicy is enforced
Windows only: [T Network IPS enabled

[ Automatically block network intruders:

For {(minutes): |10

[¥ Retain blocked hosts
[T Automatically include netwark-facing and service-based applications in the =

[T startup IPS protection enabled

FOCUS"
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Intermission W McAfee

| Question about Host IPS?
U McAfee

Host Intrusion
Prevention for
Desktops

FOCUS"

37 February 5, 2013 SECURITY COMFERENCE



Field Notes W McAfee

« Artemis, AntiSpyware, Access Protection, Not Best Practices, Rogue
System Detection and Host IPS
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Endpoint Web Security W McAfee

* What happened to my perimeter? Life happened.

« Why endpoint protection? Mobile users!

 Site Advisor — Browser based Security Filtering for IE, Firefox, Chrome
» Web Filtering for Endpoints — Content Filtering at the Browser

* Web Reporter (Separate Server Install)

Explicitly permit trusted sites e.qg.
P .mcafee.com
ol P .nai.com

trustedsource.org

Installation notes: ePO extension and deployment package
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SiteAdvisor Enterprise

» Explicitly Prohibit — Custom messaging

W McAfee

& SiteAdvisor Enterprise .. X

ﬁﬂﬁvf__‘]v_',

W McAfee

DUDE!l! Access to this page is prohibited

thou-shall-not-surf.com

GET BACK TO WORK! This website is considered inappropriate by your
network administrator. Access to this site has been blocked and its use is
prohibited.

Cancel

Powered By: McAfee' citeaduizor

S Syntax does not require * wildcard prefix.
T [P Include link to corporate logo

40 February 5, 2013

FOCUS"

SECIRITY COMFERENCE



Web Filtering for Endpoints U McAfee

« Content Actions
« Recommended for Blocking - Risk/Fraud/Crime Functional Group

Site Advisor Enterprise Plus 3.0.0 > Content Actions > CSL

R (S:ltﬂt.ﬂ.dmmEnthmt Plus 3,00 > Content Actions »

Fundional Group: Risk Group: Ackion: Filtar:

| Risk/Fraud/Crime =] |all risk Groups =] |all Actions =] | Claar

Content Category Y Fundctioral Group Rizk Group ki
|_ Maliclows Sitas RigkSFraud/ Crrma Saourty Black
|- Phizhing RizkSFraud/Crrme Seourity Block
[T Spam URL: RigkSFraud/Crirne Saourity Black
[ | spyewsre/adesre RigkSFraud/Crime Seourity Blachk

FOCUS"
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Content Filtering U McAfee

& Sitebdvisor Enterprise ... X T S IR AE

U McAfee

This site is blocked
31.4mb. . 101

The content on this site violates the acceptable usage policy.

McAfee Content Category: Malicious Sites
McAfee Security Rating: Yellow

Cancel

Powered By: Mchfee' siteadvizor

TIP Content and Security filtering leverages the best of GTI

FOCUS"
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SiteAdvisor Enterprise in ePO W McAfee

« ePO Dashboards are focused on security rating events

BE L SAE+: Warned/Blocked - Cashboard Actions = Add Manitor

v SAE+: Top 100 Blocked Sites ¥ | SAE+: Top 100 Blocked Red Sites
Domain Sum of Count = Donmain Sum of Count

173.212.,247,108 4 1584,105,175,.85 4
184.105.1758.85 4 208,43,239.180 z
208,43, 239,180 2 208,73.210,29 z
208, 73.210,.29 2 221,869,235 z
221.8.69.25 2 74,208,164, 166 z
T74.208.164,.166 2 87.10&.24,.200 z
B7.106.24, 200 z Fdown.com 2
Fdown, corm z —— 143,215,130.33 1
143,215,129, 26 1 149,20,556,33 1
143,215.130.33 1 vantech.com 1
143.215.143.,11 1 - : Total 19

v SAE+: Top 100 Warnmed-Cancelled Sites ¥ SAE+: Top 100 Warmed-Continued Sites

Donnain Sum of Count Dromain
75101167212 2 T5.101.167,212
173.212,247,108 1 Total
31.44.1584,101 1
bbgforumz. net 1
Total a3

FOCUS"
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Web Reporter W McAfee

* Web Reporter focus on Content Filtering Events
» Configure ePO client task to “Send Web Reporter Logs” when Idle 5m

« Automatic Email Reports to Heads of Department - Top 10 Users, Top
10 Sites, Top 10 Sites Accessed By Top 10 Users, Top 10 Blocked

FOCUS"
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Intermission W McAfee

— Question about SiteAdvisor?

SiteAdvisor

FOCUS"
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Device Control W McAfee

Rank Top 5 Global Mabaare

(9.5 I R VN Ry N

Genernclatr

Exploit-CVE2009-3867 b McAfee Threats Report: First

Genenc.dx

W22 onfickerwormlling Quarter 2011

Exploit-CWVEZ010-0840

« 3" common vector along with web and email

* Do you have removable storage policy?
— If yes, use for enforcement.
— If not, use data as evidence to drive policy creation

« Monitor and protect servers. Don’t be another Wikileaks/US Army

Installation Note: ePO server installation and deployment packages
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Building Device Control Device Rules W McAfee

 Policy Elements
—Who to control: User Assignment Groups
—What to control: Device Definitions
— How to control:
e Monitor
* Block
 Make Read Only
 Notify User
» Store Evidence

EI%T%IHE§ .E 1
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Example Device Control Device Rules W McAfee

e Monitor who is using Apple iPad and iPhone 4
— PnP Device Definition: VID:05AC, PID 129A, PID 1297
— Action: Monitor
— User Assignment Group: Domain Users, Domain Admins

* Block all Devices Except Optical for Guests
— Device Definition:
e Include: All Removable Storage
» Exclude: Optical Devices
— Action: Block
— User Assignment Group: Domain Guest
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Content Protection Rule W McAfee

« Monitor any file to removable storage
» Be careful about storing evidence with type of rule

» Monitor based upon file type (Adobe, Word, Excel) or source
application Email Client, Explorer, Web Browsers

1D Event Generated Time (UTC) | Event Type User Mame | Computer... | #&gent &ction{s) | Destination | Severity | Associated Rules
13342 922011 4:02:55 AM DLP: Removable Skorage P, CSlhsslak,,, PSE-777 Manitor Fiiskanmw, I Z3L Removable S
13341 9/2)2011 4:02:51 AM DLP: Removable Skorage P, CSlhsslak,,, PSE-777 Maonitor Fiiskanmw, I Z3L Removable Sk
13340 9202011 4:02:45 AM DLP: Removable Skorage P, CSlhsslak,,, PSE-777 Manitor Fiiskanmw, I Z3L Removable S
13339 9/2/2011 4:02:45 AM DLP: Remavable Storage P... CSlisslat... P3E-777 Maonitar Fristanny!, I Z5SL Remowvable St
13337 8/30/2011 7:00:08 PM Devices: Device Plug CSLhstud, .. PC3 Block, Monitar,.. HL-DT-5T... 11 Students Remowva
13335 8/31/2011 4:52:24 aM DLP: Remavable Storage P... CSlisslat... P3E-777 Maonitar Frydukoralt I Z5SL Remowvable St
13334 8/31/2011 4:52:23 &M DLP: Remavable Storage P... CSlisslat... P3E-777 Monitar Fridukoralt I Z5SL Remowvable St
13333 8/31/2011 4:.52:23 aM DLP: Remaovable Storage P... CSl\sslat... P3s-777 Monitor Frydukoralt I Z5L Remowvable SY
13332 8/31/2011 4:52:10 &M DLP: Remaovable Storage P... CSl\sslat.,. P3s-777 Monitor Fih I Z5L Remowvable S
13331 8/31/2011 4:52:10 &M DLP: Remaovable Storage P... CSl\sslat... P3s-777 Monitor Fih I Z5L Remowvable SY
13330 8/31/2011 4:52:05 aM DLP: Remaovable Storage P... CSl\sslat.,. P3s-777 Monitor Fih I Z5L Remowvable S
13329 8/31/2011 4:51:56 AM Devices: Device Plug CSlhsslab... P3x-777 Maonitor, Mokif,.. Kingskon ... 1 Z5L Removable Sh

FOCUS'

49 February 5, 2013 SECURITY COMFERENCE



DLP Monitor

50

f J Devices: Device Plug
= Severity: Law 1
| Additional details

Agent Version:
Palicy Mame:
Palicy Time (UTC):

Connection State:

Device Class GUID:

Device Class Mame:
Dewice Mame:

Device Compatible ID:
Dewice Instance I0:
Bus Type:

Yendor ID:

Product ID:

IJ5E Setial Mumber:
IJSE Class:

Device File-3ystem Access:

Yaolurme Label:
Yolurme Serial Number;

Device File Syskem Type:

0.,2.0,305
DLP Security Policy
glz27/2011 12737 PM

Cnline

4D36E967-E325-1 1 CE-BFC1-08002BE 10315

Disk, drives

HP 100w LISE Device

JSBVWCLASS _08&SUBCLASS _D6RPROT_S0
JSBSTOR\Diskden_HP&Prod_w100w&Rey_1,001350202 13001 Fa&M{53f56307-bebf-114
IJSE

03Fa

3207

35020213001F E
03h - Mass Skarage

Read - Wrike

HP

BC7F-2503

FaT1G

February 5, 2013
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Device Control File Access Rule W McAfee

* Prevent access and execution of unknown files from removable
storage

* Exe, com, bat, msi, cgi, cmd, jar, dll, scr, vbs and more
* Note that archives e.g. zip will be blocked

— Windip | &5 | -
F\Ney ﬁ
,:a I_.f"_"“-.l Could not open F\New folder\ putty.zip. appropriate

" Probable cause: file sharing or file permissions problem.
OK |
E— E

| ok ||  Hep |

T [P Create the rule but leave it disabled. Enable as necessary.

FOCUS"
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Intermission W McAfee

Question about Device Control?
U McAfee

Device Control

FOCUS"
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Got Audit(or) Fatigue? W McAfee

* 51% of large enterprises must meet over 10 regulations and standards
— 15% report more than 75 annually

More than 50% spend over $500K per year on auditing
— 39% spend over $1M

57% of large companies have not automated 75% of their audit controls

More than half of organizations use spreadsheets or no tools
at all

In Caribbean, we are often faced with simultaneously meeting
compliance regulations from US, Canada, UK and Europe!

FOCUS"
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Policy Auditor Can Help W McAfee

« Automation of:
— Verification of Microsoft updates. Is Windows Updates working?
— Verify the application Adobe patches
— Verify compliance with PCI, SOX, ISO and other security templates.

» Deal with pesky auditors. Don't get stuck by being told you fail an audit
but not how/why?

Installation Note: ePO server installation, deployment packages and
server tasks to update content from McAfee
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Policy Auditor and MS Patches W McAfee

Reporting

Systems

F'+:1||n:'_.'

Software

Autarmation

Rizk & Compliance

55

& “& o

Dashboards System Tree Queries Policy Catalog Th

Audits
Create, edit, and view Policy Auditor audits,

Waivers
Request waiver of Policy Auditor results,

Benchmarks
Create, adit, and view Policy Auditor banchmarks,

Checks
Create, edit, and view Policy Auditor checks,

FOCUS"
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MS Patch Status Dashboard

PA: Status for M5 Patch Benchmarks

M5 'Windows Bulletin Banchmark 2011

i

0

0

oo ol Aodt Resy s

a

M% Windows Bulletin Benchmark 2011

@ Pass
[ Fail
Unknown
Total

PA: M5 Critical Patch Status

. B Patched
B Unpatched
Total

Microsoft
M511-028
M511-037
M511-038
M511-039
M511-039
M511-042
M511-043
M511-044
M511-044
M511-046

Eflifts Batch Status Grovped B TA0 e SRR A M3 Patch Ftatus Crouped By Seveily. .

] ]

ke Lt

2100 ]

i i o

2 5w 2

;3 a- | ;ﬁ_ a e ] —

F Paricied Urpenched £ Pachied Uripariched
Patched 1837 Patched 1837

I} Servar 1340 [ | Critical 290

[ | wark station 451 [ | Important 546

4E Moderate 255

Unpatched 205 46

. mrnvl.' + =t u B 'J'n'i

Isl

100 -
a0

G0 1

Number of Audit Patch Results

Security
Security
Security
Security
Security
Security
Security
Security
Security

Security

W McAfee

RS lopaichad 5.3"5]H.;.5t IPS: Triggered Signature@-

Yendor->Check Tide

Update -
Update -
Update -
Update -
Update -
Update -
Update -
Update -
Update -
Update -

PA: TrE;n_t_:lf}q-f\Ul_]pat_c*hE_d Critical M5 Patches

7411

F

| Number of Audit P

205
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72111 7izan

Date System Audited
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Intermission W McAfee

Question about Policy Auditor?
WU McAfee

Policy Auditor

FOCUS"
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What Else is in the EPA Suite? W McAfee

* EPA is a great foundation for system security
« Security for Email Servers with McAfee Quarantine Manager

* McAfee Encrypted USB Management — centrally enforce device
policies and track usage

 McAfee NAC — Software based NAC capable of performing self-
enforcement and quarantine

-
T [P Gettrained. You will be more effective at your job!
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What Should You Worry About?

 McAfee Threat Intelligence Service

59

1

U McAfee Labs
Threat Advisory

g .EEI‘ “’1

MNEW THREAT OVERVIEW | PREVIOUS THREATS UPDATES | THREAT DETAILS

EXECUTIVE SUMMARY
Auvgust 4, 2011 | MTIS11-141
Since the last McAfee® Labs Security Advisory [(August 2), the following noteworthy event has taken place:

¢  McAfee has released a report covering "Operation Shady RAT.

NEW THREAT OVERVIEW
Operation Shady RAT - Known Attack Components

IMPORTAMNCE: Medium
COVERED PRODUCTS: DAT | Web Gateway | Applicaticn Control
UMDER AMALYSIS: BOP | Host IPS | Nebwork Security Platform | Firewall Enterprize

Back to top
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What Should You Worry About? W McAfee

* McAfee Global Threat Intelligence iOS App

iPad <= 21:15

W McAfee' Threats

A-Z

August 8, 2011

Avaya Secure Access Link Gateway
il Invalid Domain Servers Information Dis... 7

|| Mozilla Firefox mChannel Use-after-free

ClamAV Hash Matching cli_hm_scan Denial Of Service

gl  Denial Of Service >
Date: August 8, 2011
HP Data Protector Client EXEC_CMD Perl
|IIIII Remote Code Execution > McAfee has determined the following solutions are available for this threat
- o
McAfee Host IPS
Oracle Sun Products Suite Glassfish Generic Buffer Overflow Pratection Endpoint
glll Denial of Service > s %
Sybase Adaptive Server Backup and McAfee VirusScan Enterprise
“III Monitor Server Translation Array Remo... > Generic Buffer Owverflow Protection Endpaoint
| B >
August 7, 2011 d .
Drupal Node Access Security Bypass Vendor Patch oo
|I " Denial Of Service } I httpzfwww.maozilla.cra/security’announce/201 1/mfsa2011 -13.htmi Endpaoint |

FOCUS"
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What Should You Worry About? U McAfee

» McAfee Security Vision iOS App

10:17

W McAfee View Global Threats

Threats

Adobe Reader Stack Overflow

A vuinerability in Adobe Reader may allow
for remote code execution attacks. A user
would have to open or view a malicious
PDF document for an attack to ocour.

Protection

2 has determined the following s

nerjgH
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What’s in our gear bag? W McAfee

EI%T%IHE§ .E 1
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Questions? W McAfee

FOCUS"
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FAQ W McAfee

« How many ePO servers do | need?
* How often should | download DAT's from McAfee?
« How often should I perform deploy DAT’s i.e. perform Agent Update?
* What are other good access protection rules?
— Protect Network Settings
— Block access to read and write access to all shares
— Make all shares read-only

 What should | do in an outbreak?
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